Abstract
Introduction

Global context
The use of mobile technologies for health-related activities (mHealth) is a new but rapidly progressing area with exponential growth in its application in the context of burgeoning global access to mobile telephones (Betjeman et al., 2013; Davey and Davey, 2014; WHO, 2011) . According to the International Telecommunication Union, there are now approximately seven billion mobile phone subscriptions in the world, more than three-quarters of which are in the developing world (Davey and Davey, 2014; ITU, 2014) . The rapid increase in mobile phone subscriptions in low and middle income countries (LMICs) is opening up possibilities for mHealth expansion, as 80% of the 660 million new subscriptions in 2011 came from those regions (ITU, 2012) . In its relatively short history, mHealth has already penetrated a majority of the world. Of 112 countries that completed a 2011 global survey on eHealth by the World Health Organization (WHO), of which one module was on mHealth, 83% reported at least one mHealth innovation (WHO, 2011) . While most documented examples emanate from high-income nations, reports from LMICs are appearing; recent mHealth reviews have been published from Bangladesh (Ahmed et al., 2014) , India (Davey and Davey, 2014) and subSaharan Africa (Betjeman et al., 2013) . However, despite these favorable conditions and although many mHealth initiatives are being implemented worldwide, most remain at the pilot stage (Kay et al., 2011) .
Innovations and mHealth
The potential for mHealth to impact global public health is enormous. For example, while declines in maternal and child mortality rates are likely to be insufficient for achievement of Millennium Development Goals 4 and 5 by the end of 2015 (UNICEF, 2014) , innovative solutions and technologies may address major barriers to health service delivery and uptake of essential interventions critical to survival. Such solutions should be purposefully designed and implemented to address inequities in health service access and coverage among underserved and vulnerable populations. The use of mHealth is an innovation that can assist provision of high quality care to large populations, particularly through the sharing of vital information and engagement of beneficiaries. mHealth application and key stakeholders mHealth innovations vary broadly in purpose, delivery channel and target population, ranging from remote diagnosis support for community health workers (CHWs) to increasing patient treatment compliance and beyond. mHealth can target large populations at once due to its mobility and technological capacity (Free et al., 2013) and changes the way that information is accessed (WHO, 2011) . Many of the reported mHealth interventions targeting patients aim to improve medication adherence, send appointment reminders and treatment follow-up notices via text message, encourage health behavior change, as well as increase education and awareness of health issues and warning signs (Davey et al., 2014; Davey and Davey, 2014) . The health workforce also has much to gain from mHealth, especially in low-resource settings, because mobile technologies can allow providers to circumvent health systems limitations. For example, CHWs in rural areas can use mHealth innovations to collect and disseminate patient data, track vital signs in real-time, undertake disease surveillance and intervention monitoring, receive remote diagnosis support and training, and coordinate with colleagues (Kay et al., 2011; Aranda-Jan et al., 2014) . Further applications include emergency medical response, drug supply chain monitoring, transfer of funds, and quality improvement of medical record databases (Aranda-Jan et al., 2014; Davey and Davey, 2014) .
Governments, the private sector and non-profit organizations are expanding their myriad existing mHealth projects.
Indeed, initiatives within the non-profit sector eclipse government-run programs. One report estimated that 352 non-profit and academic institutions are implementing mHealth programs worldwide, compared to 56 government agencies (GSMA mHealth Tracker). Private companies with a stake in community-level activities are also prominent in the field, especially in the telecommunication and pharmaceutical industries. Health call centers, the most common mHealth intervention comprising 59% of global initiatives, are mostly run by for-profit organizations (WHO, 2011) . Together, these different entities are using their unique positions to offer a broad range of services supported by mobile technology. As mHealth expands, the involvement of the government and institution of policies will be essential in order to mitigate risks and achieve successful scale-up (WHO, 2011) .
The overall objective of this paper is to review the background and evidence on mHealth and issues related to its introduction and successful implementation in LMICs, with a focus on maternal, newborn and child health (MNCH). Specific objectives are to: (1) summarize the benefits of its use; and (2) provide an in-depth review of the risks and barriers related to the use of mHealth, with particular focus on the overarching leadership and governance framework that is necessary in order to introduce mHealth applications and expand them to scale.
Methods
A comprehensive review of the literature on mHealth and related areas was undertaken in August 2014, in order to understand the underlying enablers and barriers to its introduction and scale-up for MNCH and beyond. Specific attention was paid to the leadership and governance fundamental to its use and potential impact. Formal searches were conducted using the PubMed and Jstor databases and Google Scholar to identify peer-reviewed and grey literature. The search was not restricted by location or year of publication. Information on the benefits and risks of mHealth were derived first from general searches using the key words 'mHealth', 'community health worker', 'health provider', 'client' and 'user.' Within the selected articles, we delved deeper into those that addressed facilitators and barriers more than those detailing implementation processes and logistics. A second search of peer reviewed articles and grey literature included a focus on policy and regulation issues related to mHealth and similar innovations, since this was found to be a major barrier in our first, more general search. A combination of the following keywords were used to search these areas: 'mobile health technology', 'mHealth', 'mobile health policy', 'digital communications', 'phone', 'regulation', 'information and communication technology', 'ICT', 'govern', 'governance' and 'innovation'. All cited references in the identified peerreviewed articles and reports were explored for relevant, additional sources of information. In total, we identified 70 articles of sufficient relevance to support this review. All papers were reviewed by at least two of the authors.
Results
In view of the existence of other recent overviews, we provide a relatively brief assessment of the numerous and promising benefits of mHealth as a result of its broad applicability and geographic reach. We then present an extensive review of the potential risks and barriers that, if not purposefully addressed, could prevent successful application and large-scale implementation of mHealth. In doing so, we conclude by focusing specifically on barriers and considerations related to leadership and governance.
Benefits of mHealth
Harnessing the potential of mobile phones for health can be beneficial to stakeholders across the spectrum-from Ministry of Health officials to rural health workers. Mobile phones can break down gender and social barriers, reduce logistical inefficiencies, and foster the capacity of CHWs to provide high quality care (Jennings and Gagliardi, 2013; Tomlinson et al., 2009; Chang et al., 2011) . While these benefits can all strengthen health systems as a whole, mHealth plays a particularly important and beneficial role in MNCH and reproductive health (Davey and Davey, 2014; Mechael, 2010) . Related initiatives have resulted in increased emergency obstetric care accessibility, stronger communication and information sharing between midwives and health workers, more reliable maternal health data collection and a stronger support system for midwives and women (Speciale and Freytsis, 2013; Chib and Chen, 2011; Mechael et al., 2010) . mHealth can support MNCH programming and policy by allowing health workers to more easily register births and deaths in real time using text messaging. For policymakers and program implementers, increasing the accuracy of mortality and morbidity estimates helps to assess needs and to support prevention efforts (Braun et al., 2013; UNICEF, 2011) .
In their systematic review, Jennings and Gagliardi (2013) identified several ways in which mHealth can reduce barriers to gender and social equity. The provision of mobile-based health information can facilitate knowledge sharing and communication to both men and women (Aranda-Jan et al., 2014) . A study in Tanzania allowed men to access information about family planning methods through a free and anonymous SMS portal, thus avoiding the obstacles involved in getting men to health facilities for such counseling or relying on their female partners to relay the information directly (L'Engle et al., 2012) . Moreover, mHealth initiatives that are easily accessible, such as a hotline, can increase a woman's autonomy in seeking care for her child as she can receive useful advice on the phone without having to depend on her husband to provide money for travel to a health facility if home-based care is possible. In the event that a referral is needed, a woman's desire to seek care would be further substantiated through a formal recommendation by a trained health provider via a mHealth platform. Chib and Chen (2011) note that improving knowledge through mobile devices is itself empowering, because women are better able to make more informed decisions. It is important to note, however, that increased autonomy for women may be viewed unfavorably by men as the primary decision-makers, so mHealth should be implemented in a culturally and context sensitive manner (Jennings, and Gagliardi, 2013; Misraghosh et al., 2011) . mHealth programs targeting the health workforce have also produced positive outcomes. CHWs often serve rural areas that are hard to reach due to transportation issues. Using mobile phones to address health concerns or follow up with patients remotely benefits the client and the CHW by saving them both time and the expense of travel (Mahmud et al., 2010) . mHealth tools can also increase the capacity of the health workforce, particularly CHWs, not only through lowering logistical hurdles but also through skillbuilding and empowerment. CHWs often have limited training or access to supervision and lack the necessary tools to provide quality services or track patient wellbeing (Braun et al., 2013) . To address this problem, a pilot program in Indonesia gave mobile phones to midwives, midwife coordinators and physicians in an effort to build capacity, increase intra-health worker communication and improve efficiency. Another component of the program involved sending midwives educational SMS messages. Not only did mobile phones allow midwives to remotely access clinical information, collect and track patient data, and facilitate emergency referral and transport, the program also had a psychosocial impact. Midwives reported an enhanced sense of empowerment as well as greater confidence and relationships with the community and other health workers (Jennings an Gagliardi, 2013; Chib and Chen, 2011) .
Mobile technology also facilitates increased efficiency through higher quality and more timely data monitoring and reporting techniques (Braun et al., 2013; Mahmud et al., 2010) . Data collected this way, compared to paperbased methods, also has been shown to contain fewer errors and gaps (BernabeOrtiz et al., 2008; Braun et al., 2013; Tomlinson et al., 2009; ) . This improvement has policy implications because it allows officials to track health trends in real time and respond more quickly and effectively to emerging problems. Additionally, mobile devices are practical because they are lightweight, cost-effective, easily accessible and multi-functional, thus increasing convenience for health workers (Buehler et al., 2013) .
Risks and barriers of mHealth
Though the vast application and potential of mHealth is clear, its use and coverage retains many risks and barriers. Risks and obstacles are discussed according to various thematic areas highlighted by Betjeman and colleagues (2013) , Leon and colleagues (2012) and the 2011 WHO survey. Evidence on barriers is presented in the following categories: financial feasibility; knowledge, research and evidence; infrastructure, access, equity and quality; privacy, security and interoperability; and cultural context. We then focus in greater detail on the overarching theme of leadership and governance.
Financial feasibility
Empirical data regarding the financial feasibility of mHealth interventions, specifically with regard to operating costs and cost effectiveness, is very limited. This makes it difficult to engage with policymakers to encourage them to prioritize the scale-up of mHealth activities over other evidence-based public health interventions (Chib et al., 2014; Leon et al., 2012) . Operational costs of mobile communication, in particular the fees charged to clients by mobile network providers, adversely impact the frequency of user engagement with mHealth services (Tamrat and Kachnowski, 2012 (Mechael, 2008; Tamrat and Kachnowski, 2012) .
Knowledge, research and evidence
Lack of knowledge and evidence on the impact of at-scale mHealth interventions on key health indicators is a major obstacle to improving mHealth coverage. This includes a lack of standardization of mHealth study designs. To facilitate randomized control studies and standardized, replicable study designs, WHO has recommended changing the research focus of mHealth interventions from usability to a health outcomes-based approach (WHO, 2011; Betjeman et al., 2013) . Literature on the effectiveness (including cost effectiveness) of mHealth in LMICs, specifically for behavior change, is limited (Chib et al., 2014; Betjeman et al., 2013) . There is also a paucity of literature discussing failed mHealth interventions or studies elucidating the process of technology adoption. Collaboration between information communication technology (ICT) innovators, social scientists and public health practitioners is vital, particularly in establishing standardized theoretical frameworks, evaluation methods and guidelines for measurement (Chib et al., 2014) .
Although the opportunities for mHealth are profound, there is a plethora of designs and an absence of related evaluation or evaluation frameworks (Kahn et al., 2010; Betjeman et al., 2013) . In Bangladesh, this problem was particularly noted for the activities conducted by the private sector, which comprised the majority. Absence of evaluations of mHealth initiatives globally has been a stumbling block, along with the speed at which the related technology is evolving, for development of government regulatory policy (WHO, 2011) . Put simply, the science of mHealth is evolving much faster than societies' or governments' ability to adapt their policies and practices to keep up. For wider uptake of mHealth, more iterative monitoring and evaluation strategy and engagement of the government is required; governments need evidence that is properly contextualized.
Infrastructure, access, equity and quality
Another significant hurdle for mHealth programs is poor infrastructure (Tamrat and Kachnowski, 2012) . One explanation for the feasibility mismatch between mHealth program requirements and the reality of infrastructure limitations in target countries may be that most mHealth research is conducted in high-income countries with advanced infrastructure not yet as widely available in LMICs. This is particularly true regarding telecommunications infrastructure that can be a barrier in mHealth applications entailing broadband internet access, the use of smart phones and remote access to electronic medical records (Betjeman et al., 2013) . Moreover, poor coverage of and accessibility to mHealth interventions, particularly among vulnerable populations, is often a result of low ownership of mobile phones, sometimes despite high network coverage. A study in Kenya found that nearly 40% of sampled patients did not own a personal mobile phone, with disparities in phone ownership vis-à-vis gender, age, education, literacy, urbanization and poverty (Zurovac et al., 2013) .
Issues of equitable coverage and access are likely to be resolved with the current rapid expansion of mobile phone infrastructure and increased mobile phone penetration in low-income countries (Zurovac et al., 2013) . Indeed, there is overwhelming expectation that the rapid expansion of market-driven telecommunication infrastructure in LMICs could soon overcome current feasibility challenges; current projections suggest that operational costs will decline and infrastructure will improve rapidly in the coming years, indicated by increasing mobile penetration even in remote areas of low income countries (Betjeman et al., 2013) . mHealth increases accessibility to health services, particularly in isolated rural communities. Its utilization by CHWs encourages decentralization of the health system which helps to overcome multiple barriers to health seeking behaviors by rural populations including accessibility to transport, transport costs and time barriers; thus, ultimately health care worker impact and efficiency is maximized (Braun et al., 2013; Mahmud et al., 2010) .
The potential for mHealth programs to improve quality of care may be compromised by a lack of investment in infrastructure, and the absence of sustainable financing and technological training (Braun et al., 2013; Chib et al., 2008) . Current evidence on mHealth programs does not adequately address their impact on quality and efficiency in terms of improving service delivery processes, strengthening health systems and improving health outcomes (Leon et al., 2012) .
Privacy, security and interoperability
A universal concern of all mHealth activities is that of data protection, privacy and security. Many LMICs recognize the right to privacy but have legal frameworks that lack an explicit data protection act (Fraser and Blaya, 2013) . Currently, most small-scale mHealth activities in LMICs have varying security measures such as firewalls and tiered password access control codes that allow for different levels of access for CHWs and managers (Leon et al., 2012; Betjeman et al., 2013) . Ultimately, however, information security can only be adequately addressed with a large enough industry buy-in to facilitate standardization and policy implementation (Betjeman et al., 2013) .
Another major technological challenge is the complexity of ensuring interoperability and integration of information systems. Interoperability is the functional exchange of data between information systems, which ensures that there is unhindered and efficient communication across platforms as well as integration with existing work practices (Leon et al., 2012) . Examples include data transmission from CHWs to centralized health systems, and syncing community and central electronic patient management records in a manner that facilitates the monitoring of bi-directional referral, follow-up care and medical prescriptions (Leon et al., 2012) . The literature inextricably links interoperability with the concerns of privacy and security, and suggests that these technological challenges as a whole could be resolved with standardized data security policies such as data encryption or open architecture, which would allow sharing across platforms and would support innovation (Tate et al., 2013) . Notably, interoperability, while in the best interest of end users, may not be an objective of some stakeholders, especially commercial entities, for whom information exchange might limit competitive advantage (Tate et al., 2013) .
Socio-cultural context
Socio-cultural barriers are a common challenge faced in the scale-up of many mHealth programs. Age is a major predictor of the adoption of technology, with older people less likely to adopt new technology (Czaja et al., 2006; Charness and Boot, 2010) as a result of their cognitive abilities, low awareness of the technology's benefit, perceived competence and anxiety related to its use; perceptions of technology also vary by age (Czaja et al., 2006; Charness and Boot, 2010) . Additionally, education, socioeconomic status, and local perception and attitudes toward technology determine its adoption (Czaja et al., 2006) .
A first step to resolving these sociocultural barriers is adapting mHealth programs to the local context, including language translation, and addressing cultural perception and nuances (Tamrat and Kachnowski, 2012) . Specific training for older or minority populations on the benefits of technology use and counseling on self-efficacy and anxiety for such groups can reduce these barriers and disparities (Czaja et al., 2006; Mitzner et al., 2010 ). An example of contextualizing mHealth is China's integration of ICT within the rural health care system using informal social networks -guanxi -to facilitate health information exchanges mediated by technology. It has been postulated that this merger between ICT and the Confucian tradition guanxi lends a sense of security and trust to mHealth information exchange among end users (Chib, 2013) .
Leadership and governance
Policy and oversight
Careful monitoring, evaluation and regulation are needed to overcome and address the various risks and barriers to the uptake and scale-up of mHealth interventions. Higher-level mechanisms and commitments from key stakeholders are needed to drive and control the effective, sustainable and impactful use of mHealth. Most mHealth initiatives, applications and strategies lack backing by appropriate government policies, regulations and oversight. This may create risks for both the users and providers of this technology and impact the rate of its introduction, scalability from pilot studies to integrated national health initiatives, utility and the overall cost-benefit balance (Betjeman et al., 2013) .
The regulation and evaluation of mHealth initiatives is an example of the broader problem of regulating rapidly developing technologies, as previously acknowledged for biotechnology (Barton, 2012) . It is especially problematic in LMICs characterized by weak governance. More broadly, mHealth is a perfect example of innovation that requires governments to develop related policies and guidelines despite the fact that the majority of the engagement is done by the private sector. The objectives of innovation policy are often macroeconomic, such as financial or productivity growth, increased employment and competitiveness. However, innovations in mHealth have the most immediate impact on individuals. Moreover, the related technological innovations are increasingly funded not by public grants but driven by commercial incentives, again underscoring concerns about developing the right balance between incentives and boundaries for related research and development (Chaminade and Esquist, 2010) .
Regulatory frameworks
Technology and policy in areas such as mHealth is no longer simply a national issue, as the very nature of technology is that it crosses national borders and must take into account regional or transnational developments and regulations. International agencies have defined the qualities that should apply to putative regulatory frameworks for eHealth, of which mHealth is a sub-set (The Rockefeller Foundation, 2010) . While developed countries are increasingly adopting these regulatory frameworks on eHealth, few LMICs have moved to adapt or develop them (Betjeman et al., 2013) . In South Africa, notwithstanding a supportive policy environment, implementation of mHealth without a supportive legal framework is creating risks for both health facilities and CHWs (Leon et al., 2012; Holeni, 2013) .
Developers of mHealth solutions also have a stake in its regulation. For example, the United States Food and Drug Administration (FDA) has issued guidance concerning the regulation of mobile medical applications (Blumenfeld and Garvin, 2013) . While the guidance focuses appropriately on patient safety, industry concerns have emerged that excessive regulation may limit innovation and discovery, and impact the evolving nature of mHealth and health service delivery (Barton, 2012) . In fact, the guidance suggests that the FDA is keeping a relatively open-mind and has taken a logical, risk-based approach to regulation of mHealth applications.
However, one might expect such an approach to evolve, particularly if an mHealth approach currently not subject to regulation causes patient harm in the future.
Country example of successful scale-up resulting from government leadership
Rwanda is one of the most successful examples of developing and sustaining mHealth at scale with government commitment, integration of mHealth within the existing health system, and collaboration across sectors. Rwanda's mHealth system--TRACnet--is the longest continuously operating national mHealth system in Africa (Nyemazi, 2011) . The TRACnet system is used to track HIV/AIDS, malaria, tuberculosis and other diseases (Korvald, 2013) . Data collected by TRACnet is used for a variety of purposes including monitoring program expansion and progress, driving performance-based incentive payments to health centres, delivering lab results to facilitate early infant diagnosis, monitoring pharmaceutical supplies, and providing donor reporting (Nyemazi, 2011) . The system includes a national interoperable electronic health system, rollout of electronic management records and data input from CHWs through solar-powered mobile phones (Gerber et al., 2010; Nash et al., 2009 ).
Discussion
The synthesis of evidence presented above highlights the opportunity that mHealth presents to improve the quality, equity, coverage and timing of care. It also emphasizes the need to consciously address a large spectrum of barriers in the design, implementation and scale-up of mHealth interventions. Finally, the literature highlights the need for ownership and leadership from the government in order to scale-up and sustain mHealth strategies and to ensure that all those involved reap the benefits.
The literature suggests that a mHealth policy or regulatory framework would best incorporate the following principles: alignment with national health objectives; alignment with or synergy between various existing initiatives; coordination between government and private sector agencies to establish and enforce guidelines on the content and technological design of services; and exchange of data and assurances of infrastructure including network coverage. It would also engage local partners to develop messages that are in the local language and culturally appropriate in order to ensure equitable access and participation, and standardize information security. A mHealth policy should also address its integration with existing platforms for both information dissemination and receipt, the responsibility of individuals (providers and clients) to act on the information disseminated or received, and underwrite a commitment to an improved technological environment.
The global uptake and demand for new information technology has created an ideal environment for harnessing mHealth and an opportunity to tackle health issues in innovative ways to overcome barriers that other interventions have not been able to. For example, global initiatives such as the recently launched Every Newborn: an action plan to end preventable deaths by WHO and UNICEF (2014) promotes the use of ICT to improve quality of care, monitoring, communication and data sharing. Every Newborn also highlights the utility of mHealth in harnessing the power of parents, families and communities to promote quality newborn care and survival and to overcome barriers of access to care, particularly for the remote and underserved (WHO and UNICEF, 2014) .
However, mHealth scale-up is challenged by the need to prove absence of risk across multiple sites and in multiple areas of use, with multiple different actors having different needs, objectives and standards. Balancing the interests of individuals, communities, governments and the private sector is difficult and requires a great deal of coordination and commitment.
Conclusion
Successful scale-up of mHealth relies on a collaborative approach harnessing the strengths of all partners, including the private sector. Governments must take ownership to make mHealth initiatives sustainable, scalable and beneficial to all users and beneficiaries, while retaining privacy and safety. Progress is dependent on the attainment of a balance between the need for caution and the desire. Despite the uncertainties and investments needed, the benefits are promising and the time to act is now.
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